KoMmnbloTepHbIe BUPVCHI

KommbroTepHsIii BUpyC — 3TO pa3sHOBHIHOCTh KOMIIBIOTEPHBIX IIPOTPAMM, OTIHIUTEIFHON 0COOEHHOCTHIO
KOTOPOH SIBISIETCS CHOCOOHOCTH K pasMHOKEHHIO. B [OmoOMHEHHME K 3TOMY, BHPYCHI MOTYT MOBPEIUTH UM
MOJHOCTBI0 YHUYTOXKUTH BCe (aiibl M JNaHHBIC, IOJAKOHTPOJBHBIC IOJIE30BATEII0, OT MMEHH KOTOPOTO ObLiTa
3alyllieHa 3apak€HHas IporpaMMa, a Takoke MOBPEAUTh WM 1aXe YHUUTOKUTH ONEPALlMOHHYIO CUCTEMY CO BCEMH
(aitmamu B enoM. B OOMBIIMHCTBE CIydaeB pacIpOCTPAHSIIOTCS BUPYCHI Yepe3 HHTEPHET.

MeToabl 3alIUTHI OT BPECIOHOCHBIX MpoOrpamMmm:

o Hcnone3yil coBpeMeHHbIE ONEpallMOHHBIE CHCTEMBbI, UMEIOIINE CePhE3HBIA YPOBEHB 3aIUTHl OT
BPEIOHOCHBIX NIPOIpaMM;
. [TocTtossHHO  ycTaHaBmuBaii maytn  (IUpOBBIE  3aIUIaTKH, KOTOPHIE  ABTOMATUYECKH

YCTAHABIHUBAIOTCSA C IENBI0 JOPAOTKH MPOTrpaMMBI) W Jpyrue OOHOBJICHUS CBOCH OMEPAIIMOHHOW CHCTEMEL.
CkaumBaii UX TONBKO C o¢uImanbHOro caiita paspadorumka OC. Eciu CyIIecTByeT pekUM aBTOMATHYECKOTO
OOHOBJIEHHS, BKIIIOYH €T0;

. Paboraif Ha cBOeM KOMIBIOTEpE IO/ IpPaBaMHU IOJIb30BATENs, a HE AJAMUHHCTpATopa. DTO HE
TIO3BOJIUT OOJIBITMHCTBY BPEJIOHOCHBIX MPOrPAMM HHCTAJUTUPOBATHCS HA TBOEM IIEPCOHATBHOM KOMITBIOTEPE;

. Hcnonb3y#t  aHTHMBHPYCHbIE IPOTPaMMHBIC  NMPOAYKTHI ~ M3BECTHBIX  MPOM3BOIMWTENEH, C
aBTOMAaTHYECKHUM OOHOBJIEHHEM 0a3;

. Orpanuyb HU3MYSCKHUN TOCTYI K KOMIBIOTEPY IS IOCTOPOHHUX JIHII;

. Hcnonb3yit BHELIHNE HOCUTEIN HH()OPMAIIUH, TaKue Kak (IIeInka, JUCK Wik Gaiia u3 HHTEpPHETa,
TOJIBKO U3 MPOGEPEHHBIX HCTOYHUKOB;

. He oTkpeiBaii koMmmbroTepHBIC (Gailyibl, MOTyYCHHBIC U3 HEHAI&KHBIX HCTOYHHMKOB. Jlaxke Te

(haitime1, KOTOPBIE MPUCIIANT TBOI 3HAKOMEIH. JIydie yTouHu y HETo, OTHPABIISLI JIH OH TeOe UX.

Cern WI-FI

Wi-Fi - 310 He BHI mepemaud JaHHBIX, HE TEXHOJIOTHs, a BCEro JUIIbL Opena, mapka. Eme B 1991 roay
HUJepJIaHAcKas KoMmaHus 3apeructpupoBana Openn «WECAy», uto obo3Hadano ciioBocoueTanue «Wireless
Fidelity», KOTOpBIii TEPEeBOAMTCS KaK «OECIPOBOJHAS TOYHOCTH». Jl0 Hallero BpPEeMEHW [olUIa Apyras
ab0peBuatypa, KOTopas sIBJIIETCS TAKOH ke TexHosorue. 1o abopeBuatypa « Wi-Fi». Takoe HazBaHHe OBLIO AaHO
C HaMEKOM Ha CTaHJAapT BhICIIWI 3ByKoBoW TexHmkwm Hi-Fi, yTo B mepeBojie o3Ha4aeT «BBICOKAsS TOYHOCTHY.

[a, GecruiaTHBIM MHTEPHET-IOCTYH B Kade, OTEIIX M adpolopTax SBJISETCS OTIMYHON BO3MOXKHOCTBIO BBIXOJA B
uHTepHeT. Ho MHOTHE SKCTIEPTHI CUUTAIOT, UTO obmieocTynHbie Wi-Fi ceTu He SBIsIOTCS: 0€30MacHBIMH.

Cogetnl 110 Ge30nacHOCTH paGoTe B 001IETOCTYNHBIX ceTsix Wi-fi:

o He nepenapaii cBoro jmuHyro mHOpMaIuio depe3 obrrenoctymasie Wi-Fi cetu. Paboras B HuX,
JKEeNaTeIbHO HE BBOAUTH MAPOJIH JOCTYIIA, JIOTHHBI U KaKHe-TO HOMEPa;

. Hcnonb3yit 1 0OHOBIISI aHTUBHPYCHBIE TPOTpaMMBI U OpaHaMayep. TeMm caMbIM ThI 00€30IaCHILb
ceOs OT 3aKauKu BUpYyCa Ha TBOE YCTPOUCTBO;

. Ipu wucnons3zoBanud Wi-Fi otkmoun dyukimioo «OOmuilt ocTyn K (aiiaMm W IpHHTEPaM».
JanHas ¢QyHKUIMS 3aKkphITa MO YMOJYAHWIO, OJHAKO HEKOTOPHIE MOJIB30BATENM aKTUBUPYIOT €€ A ynoOcTBa
WCIIOJIb30BaHMS B paboTe WK yueoe;

. He wucnone3yii myonuunsiid WI-FI ams mepemaud JUYHBIX JNAHHBIX, HAmpuMep JUIsS BBIXOJA B
COIMAJIbHBIE CETH UITH B DJICKTPOHHYIO MOUTY;

. Hnonp3yit Tonpko 3amumennoe coeaunHenne depe3 HTTPS, a ue HTTP, t.e. mpu Habope BeO-
ajzipeca BBOJM UMEHHO «https://»;

. B moOunpHOM Tenedone otkmoun ¢yHkmmoo «lloakmouenne x Wi-Fi aBromarmueckm». He
JIOITyCKail aBTOMaTHYECKOTO MOJKITIOYCHHUS yeTpoiicTBa K ceTsiM Wi-Fi 6e3 TBoero coriacusi.

ConuajbHbIE CeTH

COL[I/IEUILHBIC CCTHU aKTHBHO BXOIST B Hamy KHU3Hb, MHOT'IC JIFOIHU pa60Ta}0T u )KI/IByT TaM IIOCTOSAHHO, a4 B
Facebook yxe 3aperncTpupoBaH MHJUIMAP] YEIOBEK, YTO SBISCTCS OJMHOW CEIbMOM BCEX JKUTENCH IIaHEeTHI.
MHorue nojp30BaTead He TOHUMAKOT, YTO MH(OpMAIUs, pa3MelIcHHAass MU B COI[HAJIBHBIX CETSIX, MOXKET OBITh
Hali/IcHa ¥ UCTIOJIhb30BaHA KEM YTOJIHO, B TOM YHCIIE HEe 0053aTeNbHO ¢ OJIarMMU HAMEPESHHUSIMU.



OcHOBHBI€E COBETHI M0 0€30MACHOCTH B COUMAJILHBIX CeTAX:

. OrpaHudb CIHCOK Apy3ed. Y Te0sl B APY3bAX HE JODKHO OBITH CIyYaliHBIX U HE3HAKOMBIX JIFOJICH;

. 3amuinaii CBOIO 4YacTHYIO JKHM3Hb. He ykaspiBaii maposid, TenedoHBI, aapeca, OaTy TBOETO
POXICHHUS M JPYTYIO JTUYHYI0 HH(DOpMAaIHio. 3I0yMBINIUICHHUKHA MOTYT HCIIONB30BaTh JaKe WH(MOPMAIIUIO O TOM,
KaK Thl M TBOU POJIUTENH TUIAHUPYETE MMPOBECTU KAHUKYJIBL;

. 3amuinai CBOIO pEMyTaIfio - ISPKU €€ B YACTOTE M 3aj7aBaii cebe BOIpoc: XoTed Obl ThI, YTOOBI
JIpyTHE TOJIb30BaTENId BHUJCIH, YTO ThI 3arpykaenib? Ilogymaii, mpexkie 4yemM 4To-TO OIyOJIMKOBATh, HAKMCATh W
3arpy3HTh;

. Ecau Tl TOBOPHIIB C JIFOJIbMHU, KOTOPBIX HE 3HAEIIb, HE HCIOIb3yH CBOE PealbHOE UMS U APYTYIO
JTUYHYI0 HHPOPMAIMU: UM, MECTO KUTENIBCTBA, MECTO YueObI U IpoUee;

. W36erail paszmemenus ¢ororpaduii B IHTepHETE, TA€ Tl N300paXKeH Ha MECTHOCTH, IO KOTOPOH
MOKHO OTPEJIENIUTh TBOE MECTOIOIOKECHHUE;

. IIpu peructpaiyiv B COIMAIBHON CETH HEOOXOIUMO HCIOJIB30BaTh CIOKHBIE MAPOJIH, COCTOAIINE
u3 OyKB U IIU(P U C KOJINYECTBOM 3HAKOB HE MEHee §;

. Jns commanbHOM CeTH, MOYTHl M APYTHX CaWTOB HEOOXOIMMO HCIONB30BaTh pa3HbIE MapOIIH.

Torma ecnu Te0st B3IOMAIOT, TO 3I0YMBIIUICHHUKH TIOIy4YaT JOCTYII TOIBEKO K OTHOMY MECTY, a He BO BCe Cpasy.

DJIEeKTPOHHDbIC T1eHLI'H

DNEeKTPOHHBIE ICHIW — 3TO OYEHBb YAOOHBIH CITOCO0 IIaTeXeH, OJHAKO CYIIECTBYIOT MOIIICHHUKH,
KOTOPBIE XOTST MOTYIUTh 3TH JCHBTH.

DNeKTPOHHBIE IEHBTY TOSBUIMCH COBCEM HEIaBHO M MMEHHO M3-3a 3TOI'0 BO MHOTHX TOCYAAapCTBaX A0 CHX IOpP He
MPOIIMCAHO MPO HUX B 3aKoHaX. B Poccu e OHM (QYHKIIMOHUPYIOT M O HAX yKe MPOIHCAaHO B 3aKOHE, TIE UX
pa3fensoT Ha HECKOJIBKO BUJOB — aHOHUMHBIE U HE aHOHUMHbIE. Pa3Hu1a B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peniaeTcs MpoOBOJUTh onepanuu 6e3 uAeHTU(UKALIUH TT0JIb30BaTellsl, & B HEAHOHUMHBIX
UACHTH()UKAIINA TIOJTE30BATEIS SBISIETCS 00s3aTEeIHHOM.

Taxoke ciemyeT pa3mudaTh HIEKTPOHHBIC (PHATHBIE CHBIY (PaBHBI TOCYAapPCTBEHHBIM BAIOTAM) H JICKTPOHHBIE
HeduaTHbIE IEHbIM (HE paBHBI TOCYJAPCTBEHHBIM BAIIIOTaM).

OcHOBHBIE COBETHI 10 0€30MacHOii padoTe ¢ 3J1eKTPOHHBIMH JIEHbTAMHU:

o [puBshxu k cueTy MOOWIBHBIH TeneoH. DTO caMblil yIOOHEIH U OBICTPBIH cITOCO0 BOCCTAHOBUTH
JIOCTYII K cuety. [TpuBsizaHHbIN TenedoH moMoxeT, eciii 3a0yIelib CBOH IIaTeXKHBIN Mapojib WK 3alJIeIb Ha CauT
C HE3HAaKOMOTI'O yCTPOWCTBA;

. Hcnonwayit omHOpazoBeie apoiu. [locne mepexona Ha yCUIICHHYIO aBTOPHU3AIIHIO Tebe yxe He
OyZeT yrpokaTh OITaCHOCTH KPaXKH WIIH TIepeXBaTa IIaTeKHOTO TapoIIs;
. Br16epu cnoxHsIi napois. [Ipectynaukam OyieT He POCTO YraAaTh CIOXKHBIN apob.

HanesxHble TapoJi — 3TO NapoJId, KOTOPbIE COASPKAT HE MEHee 8 3HAKOB M BKIIIOYAIOT B ce0sl CTPOYHBIC U
IPOTHCHBIC OYKBBI, TU(PBI 1 HECKOJIBKO CHMBOJIOB, TaKHE KakK 3HaK J0Ju1apa, QyHTa, BOCKIHIATEIbHBINA 3HAK H
t.11. Hanmpumep, $tROng!;;

o He BBOAHU CBOU JIMYHBIC JAHHBIC HA caﬁTax, KOTOPBIM HE JOBCPACIID.

DJIeKTPOHHAS MOYTA

ONEeKTpOHHAs 10YTa — 3TO TEXHOJIOTHUSI U NPEJOCTABISIEMBIE €H0 YCIYTH IO NMEPEChUIKE U MOTYYECHHUIO
AJICKTPOHHBIX COOOIIEHMIA, KOTOPBIC PACIPEACISIFOTCS B KOMIBIOTEpHOU ceTH. OOBIYHO 3IIEKTPOHHBIN MOYTOBBINA
SIIUK BBITJSIIAT CICAYIOIIUM 00pa3oM: HMs_IONb30BaTeI(@uMs_ToMeHa. Takke KpoMe Iepenadd IPOCTOro
TEKCTa, IMEETCSI BO3MOXKHOCTD TIepeIaBaTh (haiiibl.

OcHoBHbI€ COBETHI 110 0e3011aCHOI padoTe ¢ 3JIEKTPOHHOM IOYTO:

. Hano BeIOpaTh NpaBUIIBHBINA MOYTOBHIN CepBUC. B HHTEpHETE €CTh OrPOMHBIHN BEIOOP OECIUTaTHBIX
IIOYTOBBIX CEPBHUCOB, OJHAKO JIyYIlle JOBEPATH TEM, KOTO 3HACIIb U KTO IIEPBBII B PEUTHHIE;

. He ykaseBaii B JnuuHOM moure JsmuHylo uH(opMmarmio. Hampumep, myume BBIOpaTh
«MY3BIKANBHBIN (haHaT@y» mu «pok2013» BMecTo «remal3y;

. Hcnonb3yil ABYXSTamHy:H0 aBTOpPH3alUI0. OTO KOTAAa MOMHUMO Mapoyis HY>KHO BBOAUTH KOJ,
MpUCBUTaeMBIi o SMS;



. Beibepu cnoxHbId Taponb. I KaKA0ro MOYTOBOTO SANIMKA JIOJDKEH OBITh CBOW HAJICXKHBIH,
YCTOWYUBBIN K B3JIOMY NapOJIb;

o Eciu ecTh BO3MOXKHOCTh HAaIlMCATh CAaMOMY CBOM JIMYHBIH BOIPOC, UCIIONB3YH 3Ty BOZMOXKHOCTb;

. Ucnonp3yii HECKONBKO TOYTOBBIX SIIUKOB. [lepBbIM AT 4acTHOW TEPEeNHCKU C aJipecaTamu,
KOTOPBIM THI JOBEPSEIIb. DTO AIEKTPOHHBIN apec He HaJ0 HCIOIb30BaTh IPH PETUCTPALUH Ha (hopyMax U caifTtax;

o He oTkpeiBaii ¢aiiinbl U Ipyrue BIOKEHUS B MHCbMaX JaKe €CIM OHU MPHIILTH OT TBOUX JPY3Ci.
Jlydie yrouHu y HUX, OTIIPABILUTH JIM OHU TeOe 3TH (pailibr;

) [Toce oxoH9aHUs PabOTHI Ha TIOYTOBOM CEPBHCE MEPE 3aKPHITHEM BKIIAAKH C CaliTOM He 3a0yab

Ha)kaTh Ha «BeIATHY.

KuoepOoyJJIMHT WM BUPTVAJbLHOE U3/1eBATEeJIHLCTBO

KubepOymmHr — npeciieioBaHre COOOIICHUSAMH, COEPKAIIUMHU OCKOPOJICHMSI, arpecCHulo, 3aIyTHBaHUE,
XYJIUTAHCTBO; COIIMATBHOE OOMKOTHPOBAHKE C TOMOIIBIO PA3ITHYHBIX UHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 10 H0phLOe ¢ KHOEPOYIUHIOM:

o He 6pocatics B 60, JIyumuii crioco0: TOCOBETOBAThCS Kak ceOs BECTH U, €CIIM HET TOT0, K KOMY
MOXHO OOpaTUTHCS, TO BHAYaJe YCIOKOUTHCS. ECIN Thl HauHellb OTBEYaTh OCKOPOJICHUSIMUH HA OCKOPOJICHHS, TO
TOJIBKO ellle OOJIBIIE Pa30KeIIh KOH(INKT;

o VYnpagnsii cBoeit kubeppenyTamnuei;

o AHOHUMHOCTH B ceTH MHHMas. CyIIEeCTBYIOT CIOCOOBI BBISICHHTH, KTO CTOHT 3a aHOHUMHBIM
aKKayHTOM;

. He crout BecTm XyJluraHckwii oOpa3 BHUPTYaJbHOW JKM3HH. MHTEpHET (QUKCHpyeT BCE TBOH
JIEHCTBUS U COXpaHACT UX. Y TAJHTh UX OyIeT KpaiHe 3aTpyJHUTEIBHO;

. CoOmrofaii cBoOi BUPTYaJIbHYIO YECTh CMOJIOY;

. WUrnopupydd enuHWYHBIA HeratuB. OIHOPa30BbIe OCKOPOWTEIBbHBIC COOOIICHHS  JIydYIlle
UTHOpHPOBaTh. OOBIYHO arpeccus MPeKpaIaeTcs: Ha Ha4yaabHOH CTalum;

. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOIIIEHUSIMH, B COLMAIBHBIX CETAX €CTh
BO3MO)KHOCTB OJIOKMPOBKH OTHPABKU COOOIICHHUH C ONPEICTICHHBIX aIPECOB;

o Ecmun 1e1 cBupmerens kubepOyiumHra. TBoM NOEHCTBUS: BBICTYIIUTH IMPOTHB MPECICHOBATEIN,

IoKaszatb €My, 4UYTO €ro }:[eﬁCTBHSI OLICHUBAIOTCA HEraTUBHO, IMOAACPKATb XKEPTBY, KOTOpOﬁ HYXHa
IICUXOJIOTHYECKaA IIOMOINb, COO6H.II/ITI> B3POCJIBIM O (l)aKTe arp€CCUBHOIO IIOBCIACHMUA B CCTH.

MoouianLHbIN TeJaedoH

CoBpeMeHHBIE CMapT(OHBI M TUIAHIIETHI COAEPKAT B ce0e BIIOIHE B3POCIbIM (YHKIMOHAT, U TEHEeph OHU
MOTYT KOHKYPHUPOBATh CO CTAallMOHAPHBIMHU KOMITbIoTepaMu. OHAKO, CPENICTB 3alUTHI JUTA TIOJOOHBIX yCTPOHCTB
MOKa OYeHb Mayo. TecTupoBaHHe U MOUCK YA3BUMOCTEH B HUX NMPOUCXOJUT HE TaK HHTEHCHBHO, Kak 1t [1K, To xe
camoe KacaeTcs U MOOWIBHBIX NpuiokeHHH. CoBpeMeHHbIE MOOMIBHBIC Opay3ephl yXKe MPaKTHUECKH JOTHAIN
HACTOJIbHBIE aHAJIOTH, OJHAKO paclIupeHHe (QyHKIHOHaNa BJEUeT 3a cO0OIl OOJNBIIYI0 CIOXKHOCTb U MEHBIIYIO
3alIMIIEHHOCTh. Jlaleko He Bce IPOM3BOJMTENN BBITYCKAIOT OOHOBJIEHWS, 3aKPBIBAIONINE KPHTHUYECKHE
YSI3BUMOCTH JUJISI CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI /1JIsl 0€30MACHOCTH MOOUIILHOTO TeJiehoHa:

. Huuero ©e sBmsgercs mno-HacrosdmeMmy OecriaTHeIM. bByns ocTopokeH, Bemb Korma Tebe
npeuIaraloT OeCIUIaTHBIH KOHTEHT, B HEM MOTYT OBITh CKPBITH KaKHe-TO TUIaTHBIE YCITyTH;

. Hymaii, mpexxae geM otnpaButh SMS, ¢oTo miam Buaeo. Tel TOUHO 3Haemb, TJe OHU OyIyT B
KOHEYHOM HTOTEe?

. Heobxonnumo 00GHOBIIATE ONEPAIIIOHHYIO CHCTEMY TBOETO cMapTQoHa;

o Hcnonb3yit aHTHBHPYCHBIE TIPOTPAMMBI 1T MOOMIIBHBIX TEJIC(OHOB;

o He 3arpyxaiif mpriio>keHust 0T HEH3BECTHOTO NCTOYHHKA, BElb OHH MOT'YT COJIEPKaTh BPEIIOHOCHOE
IporpaMMHOE 00eCIIeUeHHE;

. ITocae Toro xak THI BBIMACHIb C CaiiTa, I7ie BBOAWI JIMUHYIO MH(OPMAIMIO, 3alii B HACTPOUKH
Opay3epa u ynanu cookies;

. [Ieproauuecku npoBepsiii Kakue MIaTHbIE YCIYT'Y aKTUBUPOBAHbI HA TBOEM HOMEPE;

. [JaBaii cBoii HOMEp MOOWJIBHOTO Tele(OHA TONBKO JIOASIM, KOTOPBIX THI 3HACHIb M KOMY

JIOBEpsICIIIb;



. Bluetooth momkeH OBITH BBIKIIOYEH, KOTAA Thl MM HE TMoOJb3yemibcs. He 3a0biBaii mHOTIa
MIPOBEPSITH ITO.

Online urpni

CoBpeMeHHbIe OHJIAWH-UTPbI — 3TO KPACOYHbIC, 3aXBaTHIBAIOIIUE Pa3BJICYCHUS, OOBEAMHSIONINE COTHH
TBICSIY YEJIOBEK 10 BCceMy Mupy. VIrpoku HcCiefyloT NaHHBIH UM MHp, OOLIAIOTCA APYT C APYTOM, BBINOJHSIOT
3aJ]aHus, CPAXKAIOTCS C MOHCTPAMU M TIOTYYalOT OMBIT. 3 YIOBOJIBCTBHE OHU IDIATAT: MOKYIAIOT AUCK, OTUIAYHBAIOT
a0OHEMEHT WJIM IPUOOPETAIOT KaKHUe-TO OTIIHH.

Bce stu cpenctBa MAYT Ha NOJAJEPXKAHUE U Pa3BUTHE MIPbl, a TaKkXkKe Ha caMmy O€30MacHOCTS!
COBEPIICHCTBYIOTCS CHCTEMBI aBTOPH3ALMH, BBHITYCKAIOTCS HOBBIC HaT4yd (UH(POBBIC 3aIUIATKH AJIS MIPOTPAMM),
3aKpBIBAIOTCS YSI3BUMOCTH CEpBEPOB. B MOZOOHBIX HMIrpax CTOWUT OMACATHCS HE CTOJIBKO CBOWX COIEPHHKOB,
CKOJIBKO KpayKu TBOET'O MapoJisi, Ha KOTOPOM OCHOBaHa CUCTeMa aBTOPU3ALMH OOJIBIIMHCTBA ULP.

OcHOBHBI€ COBETHI 10 0€30aACHOCTH TBOET0 HI'POBOI0 aKKayHTa:

o Ecim npyroii urpok BeneT cesl III0X0 WK CO3IaeT TeOe HEMPUATHOCTH, 3a0JI0KUPYH €ro B CITUCKE
UTPOKOB;

. [Noxanyiics aAMHUHHCTPAaTOpaM WIPbl Ha IUIOXOE IMOBEICHHWE JTOTO0 WIPOKa, IKeJaTelbHO
NPUIIOKUTH KaKHe-TO J0Ka3aTelbcTBa B BUE CKPHHOB;

o He yka3piBaii JIMaHy0 HHPOPMAIIHIO B TIpOdaiisie Urphbl;

. VYBaxail Jpyrux y4aCTHUKOB IO UIPE;

o He ycranaBnuBaii Heo(pHIUANbHBIE TATYH U MOJIBI;

) Hcnonb3yii COKHBIE B pa3HBIE TTAPOIIH;

. Jaxe BO BpeMsi UI'pbl HE CTOMT OTKJIIOYaTh aHTUBHpYC. [loka ThI Mrpaelib, TBOW KOMIBIOTED

MOT'YT 3apa3uTh.

OUIIMHT WK KPAXKa JHYHbIX JJAHHBIX

OOBIYHOH Kpakeil JeHer U JOKYMEHTOB CErOfiHs Y)K€ HMKOTO He yIuBHfilb, HO ¢ pa3BUTHEM HHTECPHET-
TEXHOJIOTHH 31IOYMBIIIJICHHUKY IEPEMECTIIIUCH B UHTEPHET, U IIPOAOJDKAIOT 3aHUMAThCS «TIOOUMBIM» fesioM. Tak
MOSABIJIACH HOBAs yrpo3a: HHTEPHET-MOIIEHHNYECTBA MM (DUILIHHT, TJIaBHAs [IEJIb KOTOPOTO COCTOHT B MONyYEHHH
KOH(UICHIINATBHBIX JAHHBIX IOJIb30BaTENIeil — JIOTHHOB U mapoiei. Ha anrmmiickom si3pike phishing untaetcs
kak ¢umuHr (ot fishing — peIOHas 0B, password — mapoJs).

OcHoBHBIE COBeTHI 110 00pb0e ¢ GUIIMHTOM:

) Crnemn 3a cBOMM akkayHTOM. ECmu TBI TOmO3peBacmib, YTO TBOS aHKETa ObLIA B3JIIOMaHa, TO
He00X0aMMO 3a0JI0KMPOBATh €€ U COOOIIUTH aIMUHUCTPATOpaM pecypca 00 ITOM Kak MOXKHO CKOpee;

. Hcnonw3ayit 6e30macHbie BeO-CaThl, B TOM YHCIIe, HHTEPHET-Mara3uHOB U MOUCKOBBIX CHCTEM;

. Hcmone3yit  cloXKHBIE W pa3Hble Tapoju. TakuM o0pa3oM, eciid TeOs B3JIOMAaIoT, TO
3JIOYMBIIIUIEHHUKH TOJTy4YaT JOCTYI TOJBKO K OJJHOMY TBOEMY MPO(HITIO B CETH, a HE KO BCEM;

. Ecnu Tebs B3moManu, ToO HEOOXOAUMO MPEIyNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOpPbIE J00ABIICHBI

y Te0s B IpY3BsIX, O TOM, YTO TeOS B3JIOMAJH H, BOZMOXHO, OT TBOETO UMEHH OYAET PacChUIATHCS CIIaM M CCBHUIKU
Ha (UIIUHTOBBIC CANTHI;

. YcranoBu HafgexkHbIH mapois (PIN) Ha MoOUNBHEIH TeneoH;
o OTKIII0YM COXpaHEHHEe Napois B Opaysepe;
. He oTkpeiBaii ¢aiinel u 1pyrue BIOXKEHUS B IMECbMax Jake €CIM OHU NPHIUIH OT TBOUX APY3eil.

Jlydie yTouHM y HUX, OTIIPABIISUTN JIX OHU TeOe STH (PanJibl.

HudpoBas penyranus

Hudposas pemyramms - 3TO HeraTHBHAs WIM TO3WTHBHAsS HH(opMmamuss B ceTH o Tebe.
Komnpomernpyromas nHpOpMaIis pa3MelieHHas B HHTEPHETE MOXKET CEPhe3HbIM 00pa3oM OTPa3HUThCS Ha TBOECH
peanbHOIt xu3HU. «LnpoBas permyramus» - 3T0 TBOW UMUK, KOTOPBIH (Gopmupyercs u3 nHdopmaun o tede B
uHTepHeTe. TBoe MeCTO JKUTENBCTBA, y4eObl, TBOE (PUHAHCOBOE MOJIOXKEHNE, OCOOEHHOCTH XapaKTepa U paccKasbl O
OIM3KHUX — BCE 3TO HAKAIIIMBACTCS B CETH.



MHorre moIpOoCTKH JITKOMBICICHHO OTHOCATCS K IMyOnuKanuu dudHOd uH(popmanuu B MHTEpHETE, HE
MIOHUMAsI BO3MOKHBIX TOCIIEACTBUHA. THI Ha)ke HE CMOXKEIIb JIOTalaThesl O TOM, 9To (oTorpadus, pasMenieHHas 5
JIET Ha3aJ, CTajla IPUYMHOM 0TKa3a MPUHATH TeOs Ha paboTy.

KommenTapuu, pasmenienne tBoux (ororpaduil u npyrue OEHCTBUS MOTYT HE HCUYE3HYTH Ja)Ke IMOCie
TOTO, KaK Thl X yJajuiib. Tkl HE 3HACIIb, KTO COXPaHWII 3Ty UH(OPMAIIHIO, IToTIalla JIM OHA B IOUCKOBBIE CHCTEMBI
¥ COXpaHWIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O TeOe OKpy)Karollee JIIOAW, KOTOpble HalAyT M YBHIAT 3TO.
Halitn mHbOpMaIMIO MHOTO JIET CIYCTS CMOJXKET JIFo0OW — Kak u3 IOOphIX MOOYKIACHWH, TaKk U C HaMEpEeHUEM
HIPUYUHUTD BPeA. ITO MOXKET OBITh KTO YTOJHO.

OcHOBHBIE COBETHI 10 3a1UTe H(POBOii penyTalumn:

o [Toxymaii, mpexae 4eM 4To-TO IMyONHWKOBATh M IepenaBaTh y ceds B Onore win B COLHAIBHOMN
ceru;

) B mnactpoiikax npoQuias YCTaHOBM OTrpaHHYEHHS Ha IIPOCMOTP TBOEro MHPOQMIS U ero
COJIEPIKUMOTO0, CIIENal €r0 TOJIBKO «IJI APY3€iD»;

o He pa3memaii u He ykaspiBali WHQOpPMAIHIO, KOTOpas MOXET KOTO-JINOO OCKOpOJATh WIN
00MKaTh.

ABTOpPCKOE MPaBO

CoBpeMeHHbIE IMIKOIFHUKA— aKTUBHBIE MOJIB30BaTeNH IM(POBOro mpocTpaHcTBa. OAHAKO JAIEKO HE BCeE
3HAIOT, YTO TIOJIb30BAHHE MHOTHUMH BO3MOXKHOCTSIMH IH(POBOTO Mupa TpedyeT COONIOACHUS IpaB Ha
UHTEJJICKTYaJIbHYI0 COOCTBEHHOCTD.

TepMuH «MHTeJIeKTyaaIbHasi COOCTBEHHOCTb» OTHOCUTCS K Pa3JINYHBIM TBOPEHUSAM Y€JIOBEYECKOI0 yMa,
HAYMHAs C HOBBIX M300pETeHUI M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh HA MPOAYKTHI U YCIYTH , U 3aKaHYHBAs
KHUTaMH, (GOTOrpapusMu, KHHOQUIEMaMH U My3BIKATEHBIMH TTPOM3BEICHISIMI.

ABTOpCKHMe IIpaBa— 5TO IpaBa Ha UHTEJUICKTYaJbHYI0 COOCTBEHHOCTb Ha IPOM3BEICHHUSA HAYKH,
IUTEpaTypbl M  HUCKYCCTBA. ABTOPCKME IIpaBa  BBICTYNAIOT B  KAauecTBE TapaHTUM  TOro,  4TO
MHTEIUIEKTYIbHBIN/TBOpUECKUl TpyX aBTOpa He OymeT HalpacHBIM, JacT €My CIPaBeIMBBIC BO3MOXKHOCTH
3apaboTaTh Ha pe3yibTaTaX CBOETO TPYHa, MOTy4HTh U3BECTHOCTD U Npu3HaHue. HukTo 6e3 paspelieHus aBTopa He
MOXET BOCIHPOM3BOAMTH €r0 MPOM3BEACHUE, PaCIpOCTPaHATh, MYOJHMYHO JEMOHCTPHPOBAThH, IPOAABATH,
HUMITOPTHUPOBATh, ITyCKaTh B MPOKAT, MyOJMYHO HCIONHSATH, [TOKA3bIBATH/UCIIONHATH B d(Hpe WM pa3Menarh B
Wurepnere.

Hcnonp30oBaHHe «IMAPATCKOTO» MPOTPaMMHOT0 OOECICUeHHUS] MOKET MPHBECTH K MHOTHM PHCKaMm: OT
MOTEepPH JAHHBIX K TBOMM aKKayHTaM 10 OJOKMPOBKH TBOETO YCTPOMCTBA, TJ€ yCTaHOBJICHHBIA HE JierajbHas
nporpamma. He cTouT Takke 3a0bIBaTh, UTO CYIIECTBYET JIeTalbHbIE M OECIIaTHBIE TPOTPaMMBbI, KOTOPBIE MOKHO
HaWTH B CETH.



